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dooehv Best Practice

Cyber Hygiene ADVANSAILISH

Js:gndtslianun

Maintain on IT
Asset Inventory

$3us1d Asset o:lsuno
luvAns

Control Admin
Privileges

OnsusKisThAaansuan
waadulunmsidndoe u
uciazs:uu

“awa%wﬂlwwmm mwﬂaa@mwmmaﬂmua mﬂﬂs”

Regularly Update
Software

m,‘iur;_!ua owlansawnuos

tWrivadelutdinovoolnd

Maintain Complex
Password / MFA

usSkisdams Password
ALKUN:EU KEDLWUADIU
Uaoasie wu msrt MFA
(Multi-Factor Authentication)
SIUGDE

Manage End-of-Life
System

ON1SUSKISTONISS:UUN
[anwouuiuad ucidaoiy
gududiovidoiu

Regularly
Backup Data

rh Backup aghvathaue

#TCCtechnologyGroup
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Anti-Malware
Protection

gs:uu Anti-Malware
Knso Anti-Virus Adooriu
Asset uovovANS

Implement on
Incident
Response Plan
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. 5@71‘19“;']@@1@@)%’0Lﬁ@tﬁ%@@ﬂmﬂiazﬁ'}a’m 1&1}5@%}%@@@%%5%@'}50%%} 9
o lateuwanlasul/USR wuanusan amiifiawasdoanlaylagd

v Qv 4 QId YV Vv o o
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WORPUA" Ty o Gulaawaanass (Phishing site) dnwwimaauduase
° amﬂaﬂaaﬂmﬂawawsa SMS mlmsaﬂ

' e ¢ ¢

Taenaw L was lwaandiulaawuan
* 1%!29 .exe, up, Sor Snfifawasuels
o {aiawnz L'ml%mwaﬂa”lmmw

auway Pop-up / Y “wanidiewlo3e”
o findutudnuaandadsivsunsauean via
Malware

v do
Yo Web Browser fiduiaengua
ci Iw [ QU [
e Browser filaduiae = iawastwwansy

ety Safe Browsfng 5@ Extension Ui Phishing
* % Google Safe Browsing, Microsoft Defender
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of all data breaches ocecur
due to weak or stolen

passwords

1.HAVE A STRONG PASSWORD

«A minimum of 8-12 characters

A mix of uppercase and lowercase letters, numbers,
special characters

‘Must be memorable, yet nearly impossible to guess

of data breaches go

TREATING YOUR PASSWORD POLICY WITH UTMOST SERIDUSNESSIS A
NON-NEGOTIABLE, CRITICALLY IMPORTANT ASPECT OF YOUR SECURITY

undetected for weeks

©)

D3Itagamm_,;:ni;';"ﬁ =

Deltagar‘rll:rfl::ﬁ:: - -
=y

-
deltagamma & -

HELP YOU COME UP WITH ASTRONG
PASSWORD

NSIANTTWA Y
(Password Management)

2.COME UP WITH DIFFERENT PASSWORDS FOR DIFFERENT
ACCOUNTS

PIITIfT

Ensure each one of your passwords is completely unique, so nobody can hack all of your
accounts together

3.USE A SECURE PASSWORD MANAGEMENT TOOL

# It must use two-factor
authentication

@ Choose a tool with great
reputation for security

‘remember password'
feature on your browser

4.DONOT DISCUSS YOUR PASSWORD POLICY WITH ANYONE
H -Don't discuss passwords in public or in the office ’
1;'; ‘Impose strict penalties on breaches to the policy ;qg
*, *Never discuss your password policy with unauthorized personnel ‘

5.THINK LIKE AHACKERTO BEAT THE HACKER

Ask them to try and bypass the
precautions from your password policy

Hire a professional hacker and ask them to
try to hack into your system

6.CHANGE YOURPASSWORDS FREQUENTLY

_@ SET A REMINDER FOR WHEN TO CHANGE YOUR PASSWORD { %

1.UPDATE YOUR PASSWORD POLICY REGULARLY

*Revisit your password policy to . F‘_‘ = -Consider hiring a cyber security
update it frequently ° ' o professional if you need help

nt
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PASSWORDS ARE LIKE

UNDERPANTS

Change them often, keep them private and never share them with anyone.



(A M)
' @@ Solution

World Password Day 2024: Is yours on
the naughty list?

World Password Day 2024 is a day where we reflect
on the current state of our online security habits.

360
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CLEVER THINGS
YOU CAN DO WITH A Nt...c.

USB DRIVE

You can do way more with a
USB than you think!

Keep track of your drives and
their contents by vpdating the
_ name to something helpful
and descriptive
Distribute course o

materials to

6d a4 Y g
T:::ﬂ;:;::.:z“j::ni Change the ICON of the USB QﬂﬂSWMLﬂaa%U’]U‘lﬂ

to anything you like!

e e 1. wivwdolas

., Twamammawm
wWiluwlonaw USP

wvas USB iw Webkey

wawlﬂa

aaﬂwama

%%u,aﬂwmﬂ%

(]

PROTECT your data by | P, - i 'E:.

creating two partitions e,

within the USB drive: Load ICATIONS
7 " instea files into

First partition is locked and cannol the drive before
be altered by anyone 1 handing them out

Second partition consists of free =
space for future users -

You can RENAME the both partitions

Promotional
5 DRIVES

©

*ncncn;hc,oro
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@& passwordmonster.com

PasswordMonster info@passwordmonster.com

Take the Password Test

Tip: Don't simply change e’s for 3's, a’s for 4's etc. These are well-established
password tricks which any hacker will be familiar with Show password: [

Type a password

0 characters containing:

Time to crack your password:

0 seconds

https:/Iwww.passwordmonster.com



https://www.passwordmonster.com/
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NIST Cybersecurity Framework 2.0:
An Introduction to the New Version
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FRAMEWORK
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